
SuperOffice Expander SDK – System Database Tables

Users, Logins, Licenses, Roles

ASSOCIATE

PK associate_id

 name
 rank
 tooltip
 deleted
FK6 group_idx
 lastlogin
 lastlogout
FK4 person_id
 checklistlimit
 type
 userFlags
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount
 isLocation
FK5 tzLocationId
 locationAddress
FK3 ejuserId
 encryptedCheck

ASSOCIATEHEADINGLINK

PK associateheadinglink_id

FK1 associate_id
FK4 heading_id
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount

ASSOCIATEGROUPLINK

PK associategrouplink_id

FK1 associate_id
FK4 group_id
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount

PERSON

PK person_id

FK6 contact_id
 rank
 lastname
 firstname
 mrmrs
 title
FK11 text_id
FK10 position_idx
 year_of_birth
 month_of_birth
 day_of_birth
 phone_present
FK15 userdef_id
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 person_number
 kanalname
 kanafname
 post1
 post2
 post3
 usepersonaddress
 middleName
 source
 nomailing
FK7 country_id
FK14 userdef2_id
 retired
 activeInterests
 updatedCount
 associate_id
 group_id
 salutation
 department
 initials
 gender
FK4 business_idx
FK5 category_idx
FK13 tzLocationId
 sentInfo
 showContactTickets
FK12 ticketPriorityId
FK8 supportLanguageId
FK3 supportAssociateId
FK9 dbi_agent_id
 dbi_key
 dbi_last_syncronized
 dbi_last_modified
 blockEmarketing

ROLE

PK Role_id

 name
 rank
 tooltip
 deleted
 roleType
 encryptedCheck
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

DATARIGHT

PK DataRight_id

FK3 roleId
 tableId
 fieldId
 relationToOwner
 CRUD
 encryptedCheck
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

FUNCTIONRIGHT

PK FunctionRight_id

 name
 rightType
 isBuiltIn
 encryptedCheck
 requiredModule
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

FUNCTIONRIGHTROLELINK

PK FunctionRightRoleLink_id

FK4 roleId
FK3 functionRightId
 encryptedCheck
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

USERGROUP

PK UserGroup_id

 name
 rank
 tooltip
 deleted
 type
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

USERGROUPLINK

PK UserGroupLink_id

FK1 assoc_id
FK4 UserGroup_id
 remark
 validFrom
 validTo
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount
 encryptedCheck

CREDENTIALS

PK Credentials_id

FK1 associateId
 credentialType
 searchName
 secret
 validFrom
 validTo
 isActive
 encryptedCheck
 lastUsedDate
 lastusedInfo
 comment
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount
FK4 personId
 extraId
 displayType
 displayName

EJUSER

PK id

 loginname
FK5 usergroup
 username
 password
 firstname
 middlename
 lastname
 email
 access_level
 status
 signature
 notify_mask
 email_mask
 sms_mask
 language
 dictionary
FK3 default_category
 textareasize
 flags
FK4 last_category
FK6 profile_id
 hidden_bag_bitset
 notify_external_lock
 notify_external_source
 login_attempts
 last_login_attempt
 idle_time
 default_user
 sms
 new_gui
FK2 dbi_agent_id
 dbi_key
 dbi_last_syncronized
 dbi_last_modified
 minute_offset
 date_format
 simultaneous_login
FK1 picture_id
 not_present
FK7 default_status_new_ticket
FK8 default_status_add_message
 num_expanded_messages
 date_format_string
 time_format_string
 date_format_long_string

MODULELICENSE

PK ModuleLicense_id

 moduleName
 moduleDescription
 moduleVersion
 tooltip
 licenseType
 licenseNumber
 allowedAssocsMask
 extraFlags
 extraInfo
 encryptedCheck
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount
FK3 ModuleOwner_id
 sortOrder
 signature
 unrestricted
 hidden
 prerequisiteModule

MODULEOWNER

PK ModuleOwner_id

 ownerName
 ownerDescription
 licenseUrl
 licenseVersion
 signedPublicKey
 signature
 deploymentType
 productType
 productTypeDescription
 extraFlags
 extraInfo
 expiration
 graceTo
 maintenanceTo
 nextCheckDate
 adminWarningDate
 encryptedCheck
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

USERROLELINK

PK UserRoleLink_id

FK1 associate_id
FK4 role_id
 linkType
 encryptedCheck
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount

LICENSEASSOCLINK

PK LicenseAssocLink_id

FK4 moduleLicenseId
FK1 assocId
 validFrom
 validTo
 licenseNumber
 comment
 encryptedCheck
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount

User names are stored in Associate.
Passwords and tickets are stored in Credentials.

Licenses are stored in ModuleLicense and 
LicenseAssocLink.

Customer Service users need an ejUser record + 
Associate record.

Security is defined via Role, not directly on users.

HEADING

PK heading_id

 name
 rank
 tooltip
 deleted
 listTableId
 extraId
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

AssociateHeadingLink is used for grouping resources 
(associate.type = 1) into headings.

Associate type
0 = internal user
1 = resource
      (person_id=0)
4 = external user
7 = anonymous user
      (person_id=0)
13 = system user
      (person_id=0)

Credentials are usually linked to an associate, but 
for users created automatically by Customer 
Service the credential is linked directly to the 
Person table until the user attempts to log in.
This avoid creating lots of unused associate 
records.

A session ticket is stored in the Credentials table 
when a user logs in. The ticket is automatically 
renewed whenever the user is active. The ticket 
eventually expires when idle.

ModuleOwner and ModuleLicense describe the name of 
the license and the number of licenses. 

LicenseAssocLink and LicenseSatLink records indicate 
who is using which licenses.

The number of active links must not exceed the number 
of licenses.

Checksums and signatures are enforced on these tables. 
Tampering will lock the database.

Only the NetServer License APIs can safely update these 
tables.    SuperOffice.License.LicenseManager

AssociateGroupLink is used for filtering 
resources (associate.type = 1) by usergroup.

ejUser record is present for all users that can 
log in to Customer Service.

Sales and Marketing users do not need the 
ejUser record.

UserGroupLink is for grouping users into UserGroups.
Contains primary and secondary groups.

CATEGORY

PK Category_id

 name
 rank
 tooltip
 deleted
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

CATEGORYGROUPLINK

PK categorygrouplink_id

FK3 category_id
FK4 group_id
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

CATEGORYHEADINGLINK

PK categoryheadinglink_id

FK3 category_id
FK4 heading_id
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

Multi-Department Orientation – allows different user groups to see different 
subsets of the lists.

Also allows items to be grouped into headings to provide a two-level hierarchy.
Applies not just to Category; also Business, Task, DocTmpl, Country, etc

MDO Tables

PREFDESC

PK PrefDesc_id

 prefsection
 prefkey
 name
 valueType
 maxLevel
 sysMaxLevel
 accessFlags
 maxValue
 minValue
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount
 description
 isBuiltin

PREFDESCLINE

PK PrefDescLine_id

FK3 PrefDesc_id
 prefValue
 prefShowValue
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount
 description
 isBuiltin

USERPREFERENCE

PK userpreference_id

 deflevel
 maxlevel
 owner_id
 prefsection
 prefkey
 prefvalue
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount
FK3 PrefDesc_id

User preferences are stored in UserPreference. The preference dialog is driven by PrefDesc.

User Preferences

DefLevel / MaxLevel
1 = Default value (owner = 0)
2 = System wide (owner = 0)
3 = Satellite (owner = satellite_id)
4 = User group (owner = usergroup_id)
5 = Associate (owner = associate_id)

This determines what table the 
owner_id is linked to.

ValueType
1 = Number
2 = Text
3 = Bool
4 = List of PrefDescLine values
5 = List of MDO Table item values
6 = Time 
7 = Contact_id
8 = Person_id
9 = Project_id
10 = Selection_id
11 = obsolete – windows position
12 = timezone location

CONTACT

PK,FK18 contact_id

 name
 kananame
 department
 number1
 number2
FK1 associate_id
FK8 country_id
FK5 business_idx
FK6 category_idx
 xstop
 nomailing
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
FK12 text_id
FK7 mother_id
FK16 userdef_id
 orgNr
 soundEx
 source
FK15 userdef2_id
 activeInterests
 updatedCount
FK17 group_id
FK14 tzLocationId
FK13 ticketPriorityId
 deleted
FK9 supportLanguageId
FK4 supportAssociateId
FK11 supportPersonId
FK10 dbi_agent_id
 dbi_key
 dbi_last_syncronized
 dbi_last_modified

COMPANY

PK company_id

 version
 revision
 ownerContactName
 ownerDepartmentName
FK3 ownerContactId
 dbContactName
 dbDepartmentName
 dbContactId
 serialNo
 extraInfo
 encryptedCheck
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

OWNERCONTACTLINK

PK OwnerContactLink_id

FK3 contact_id
 remark
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

Owner Company 

Company contains Serial Number and 
License Owner name.

On Satellite databases, the dbContact 
fields point to the satellite owner.

License Owner Name must match owner’s 
Contact.Name

Changing owner’s Contact.Name involves 
getting new license with new Company 
info. 

TZDSTRULE

PK TZDstRule_id

FK3 TZLocationId
 validFrom
 bias
 startRule
 endRule
 startDayOfMonth
 startMonth
 endDayOfMonth
 endMonth
 description
 isBuiltIn
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

TZLOCATION

PK TZLocation_id

FK3 countryId
 locationCode
 groupName
 regionName
 cities
 shortName
 description
 isBuiltIn
 isActive
 isDeleted
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

TZSTDRULE

PK TZStdRule_id

FK3 TZLocationId
 validFrom
 bias
 description
 isBuiltIn
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

APPOINTMENT

PK appointment_id

FK6 contact_id
FK10 person_id
FK3 associate_id
FK22 group_idx
 registered
FK4 registered_associate_id
 done
 do_by
 leadtime
FK17 task_idx
FK11 priority_idx
 type
 status
 private
 alarm
FK18 text_id
FK12 project_id
FK1 mother_id
FK7 document_id
 color_index
FK9 invitedPersonId
 activeDate
 endDate
 lagTime
 source
FK21 userdef_id
FK20 userdef2_id
 updated
FK2 updated_associate_id
 updatedCount
 activeLinks
FK13 recurrenceRuleId
 location
 alldayEvent
 freeBusy
 rejectCounter
FK8 emailId
 rejectReason
 hasAlarm
FK5 assignedBy
FK19 preferredTZLocation
FK14 sale_id
FK15 suggestedAppointmentId
FK16 suggestedDocumentId

TimeZone

The appointment’s dates (do_by, activeDate, 
done, endDate) are all in the base time-zone.

SQL clients must convert the time to the 
preferred time-zone using the TzLocation and 
the Standard + Daylight Savings Time rules.

NetServer clients can use the 
SoPrincipal.TimeZone property to get 
automatic conversion.

BASETZLOCATION

PK BaseTZLocation_id

FK3 TZLocation_id
 validFrom
 databaseId
 description
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

TRAVELLER

PK traveller_id

 systemlevel
FK1 travel_id
 area_id
 generatedtime
 last_recordtime
FK4 last_recordnumber
 last_playbacktime
FK5 last_playbacknumber
 databasetype
 encryptedComm
 dbTag
 defaultMakeReturn
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount

Travel & Satellite

TRAVELCURRENT

PK travelcurrent_id

 systemlevel
FK1 current_id
FK2 central_id
 area_id
 central_generatedtime
 current_generatedtime
 last_recordtime
FK5 last_recordnumber
FK6 first_recordnumber
 last_playbacktime
 last_playbacknumber
 databasetype
 dbTag
 parentDbTag
 centralDbTag
 encryptedComm
 defaultMakeReturn
 adminLogin
 registered
FK3 registered_associate_id
 updated
FK4 updated_associate_id
 updatedCount

TRAVELIDMAPPING

PK travelidmapping_id

FK1 associate_id
 table_number
 local_id
 parent_id
 counter
 cdbName
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount

TRAVELGENERATEDTRANSACTION

PK travelgeneratedtransaction_id

 travel_id
FK3 tranlogfirst_id
FK4 tranloglast_id
 recordstatus
 transmissionnumber
 transmissiontype
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

TRAVELGENERATEDDATABASE

PK travelgenerateddatabase_id

 databasetype
 area_id
 lastLogId
 generatedtime
 state
 dbTag
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

TRAVELTRANSACTIONLOG

PK traveltransactionlog_id

 ttime
 prev_record_id
 type
FK1 associate_id
 tablenumber
 record_id

AREA

PK area_id

 name
FK1 parent_area_id
 allData
 dbType
 filterType
 encryptedComm
 maxDataAge
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount

AREAUSERINCLUSION

PK areauserinclusion_id

FK1 area_id
FK2 associate_id
 registered
FK3 registered_associate_id
 updated
FK4 updated_associate_id
 updatedCount

AREAUSERASSIGNMENT

PK areauserassignment_id

FK1 area_id
FK2 associate_id
 registered
FK3 registered_associate_id
 updated
FK4 updated_associate_id
 updatedCount

SATELLITE

PK satellite_id

FK1 area_id
FK4 contact_id
 encryptedComm
 DSN
 registered
FK2 registered_associate_id
 updated
FK3 updated_associate_id
 updatedCount

Areas define which information and which users 
can log in to a particular Area.

Satellites use an Area to define which information 
should be copied to the Satellite database.

TravelCurrent identifies the current database. The 
dbTag is a unique identifier set when the database 
is created. If you have more than one 
TravelCurrent record, you will have trouble.
The CentralDbTag is used in all encryption + 
hashing functions. If you lose it or change it, the 
database is dead.

TravelIdMapping is used for re-mapping record ids 
created by users away from the central db on 
travel.

TravelGeneratedTransaction = UP/DWN files

TravelGeneratedDatabase = Prototypes

AreaUserAssignment = User Login permission

AreaUserInclusion = Information owned by user is 
included in Area.

The primary user-group is Associate.group_idx

UDLIST

PK UDList_id

 name
 rank
 tooltip
 deleted
FK3 UDListDefinition_id
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

UDLISTDEFINITION

PK UDListDefinition_id

 name
 rank
 tooltip
 deleted
 listTableId
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

UDLISTHEADINGLINK

PK udlistheadinglink_id

FK4 udlist_id
FK3 heading_id
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

UDLISTGROUPLINK

PK udlistgrouplink_id

FK3 udlist_id
FK4 group_id
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

UDEFFIELD

PK UDefField_Id

 ownerTable_id
 tabOrder
 fieldType
 listTableId
FK4 UDListDefinition_id
 columnId
 textLength
 fieldDefault
 indexed
 mandatory
 readOnly
 tooltip
 fieldLabel
 labelLeft
 labelTop
 labelWidth
 labelHeight
 fieldLeft
 fieldTop
 fieldWidth
 fieldHeight
 version
FK3 lastVersionId
 page1LineNo
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount
 udefIdentity
 hideLabel
 justification
 progId
 formatMask
 shortLabel

UDEFFIELDGL

PK UDefFieldGL_Id

FK3 UDefFieldId
 fieldLineNo
FK4 group_id
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount

User Defined Fields
Fields are defined and versioned in the UDefField table.
The UDefField describes the layout and the label, control type to display values with.

The values are stored in the UdXxxSmall (UdContactSmall etc) or UdXxxLarge 
(UdContactLarge) tables. Small contains small in size values, and Large contains long string 
values (VarChar 199).

The columnId indicates the table + field the value is stored in, using an id that corresponds to 
the dictionary table’s ConceptualField.FieldNumber + ConceptualTable.TableNumber * 256

PK udXxxLarge_id
String41
String42
  etc
String49

UDxxxLARGE

UDxxxSMALL

PK udXxxSmall_id
Long01
Long02
Long03
  etc
Long60
String01
String02
  etc
String40
Double01
Double02
  etc
Double10

UDListDefinition defines custom lists. 
These use both the UdefField 
ListTableId and the UDListDefition_id

EXTAPP

PK ExtApp_id

 name
 rank
 tooltip
 deleted
 path
 filename
 parameters
 workdir
 icon
 availableInState
 executeOnEvent
 navigation
 showState
 registered
FK1 registered_associate_id
 updated
FK2 updated_associate_id
 updatedCount
 appType
 waitToFinish
 windowName
 url1
 url2
 configInfo

External Apps 
& Web Panels

ROLE_MEMBER

PK id

FK1 role
FK2 ejuser

EJ_ROLE

PK id

 name
 use_user_group
FK1 user_group
 access_mask
 access_values
 use_categories

ej_Role is the Customer Service role. This is 
separate from the Sales & Marketing Role 
table.

In spite of the Role_Member link table, an 
ejUser can only have one role.

An ej_Role defines access to categories of 
Tickets.via the Role_Category table (not 
shown here).

In spite of the UserRoleLink link table, an 
Associate can only have one role.

Navigation:
5 = contact card web panel
6 = contact archive web panel
7 = project card web panel
8 = project archive web panel
9 = sale card web panel
10 = person dialog
11 = Appointment dialog
12 = Document dialog
13 = Browser panel
14 = Contact selection task
15 = Appointment selection task
16 = Sale selection task
17 = Document selection task

ASSOCIATE

PK associate_id

 name
FK4 person_id

PERSON

PK person_id

FK6 contact_id
 lastname
 firstname

Internal Associate users (type=0) 
must be connected to a Person 
that belongs to a Contact that has 
an OwnerContactLink.

Web panels are stored in the 
ExtApp table.

appType
 1 = EXE path in filename
 2 = HTML generated by filename
 3 = Web panel URL in url1
 4 = Browser url in url1

Navigation:
0 = hidden
1 = navigator menu
2 = navigator button
3 = view menu

Navigation:
18 = Project selection task
19 = Company mini-card
20 = Project mini-card
21 = Diary mini-card
22 = Selection mini-card
23 = Button bar task
24 = Appointment dialog task
26 = Document dialog task
27 = Person dialog task
28 = Sale mini-card
29 = Sale archive web panel
30 = Appointment shadow selection 
31 = Sale shadow selection task

Navigation:
32 = Document shadow selection
33 = Project shadow selection task
34 = Diary archive web panel
35 = Contact selection archive
36 = Project selection archive
37 = Sale selection archive web panel
38 = Appointment selection archive
39 = Document selection archive
45 = Custom archive mini-card

Xxx

PK Xxx_id
...
  etc
Udef_id
Udef2_id

UDefField.ownerTable_id
7 = Contact
8 = Person
9 = Project
10 = Sale
11 = Temp
12 = Appointment
13 = Document

UDefField.fieldType
1 = Number
2 = Short text (39 chars long)
3 = Long text  (199 chars long)
4 = Date (for dates 1970 – 2038)
5 = Unlimited date (string)
6 = Check box (0/1 in long field)
7 = Drop-down (listTableid)
8 = Decimal

TravelTransactionLog.Type
4352 = Insert
4608 = Update
4864 = Delete
5120 = Owner associd updated
5888 = User removed from area
6144 = Login removed from area
6400 = new Udef layout
8192-8199 = udef field updates
10000 = contact id changed
20000 = project id changed

The first 4 fields of each type 
are indexed for fast searching.

Populated from primer data.
Updated using the SOAdmin Role 
panel’s Data Access grid.

Populated from primer data.

User + System tables

Contact + Person

Sale

Appointment + Document

Lists, Preferences, DB integration

Travel + Satellite

Knowledge Base

Ticket

Project

Color key

eMarketing

Symbols

Mandatory

Optional

Zero or more

One or more
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